How to design a Linux device
driver for a CompactPCI WAN

adapter board

By Steve Schefter

Linux is rapidly becoming an operating system of choice for
use on CompactPCl systems. In this article Seve discusses the
relative advantages and disadvantages of intelligent vs. non-
intelligent WAN adapter boards, taking into account the
software and performance considerations. He then describes
what is required to create a device driver for Linux, using a
case study involving a CompactPCl WAN adapter board.

popularity. Linux source code is freely available for

download from the web, and can also be obtained
through several companies, including Red Hat, Caldera, and
SuSE.

T he Linux operating system is steadily increasing in

Because Linux isfreely available, exact numbers of users of the
operating system are difficult to determine. Red Hat (the leading
distributor of Linux) estimates that the number of Linux usersis
somewhere between 5 million and 10.5 million.

Linux has jumped from being the seventh most commonly
installed version of UNIX (in DataPro’s 1997 survey sample) to
being the fourth most commonly installed version of UNIX, just
12 months later. According to Datapro, Linux trails only Solaris,
HP/UX, and IBM’sAIX in worldwide usage. In Germany, Brazil,
andAudtraliaLinux isbeingingtalled in large enterprises as often
as (if not more often than) any other UNIX-type operating
system.

At the sametime there are many embedded software devel opers
and system engineers that are questioning whether Linux is
suitable for mission-critical applications, and also whether it is
suitable for use in CompactPCl systems. The answer to both of
these questions is “yes” because Linux provides system
developers with a great deal of control over their computing
environments.

Linux — Use the source!

Perhaps one of the best features of the Linux operating system
isthat it is available with source code. The Linux kernel source
code is freely available from several websites. Source code
availability eliminates the problemsthat device driver developers
encounter when they call the routines and functions in “closed
source” operating systems, only to discover that these routines:

m do not work as advertised
m have unanticipated side effects
m are simply poorly documented

By examining the Linux source code an engineer writing adevice
driver can find the answers to many questions that would need
to be posed to the provider of a* closed source” operating system
—thus avoiding the wait (and the project delay) that often occurs
while waiting for answers.H

With closed source operating systems, functions provided by the
operating system are described asblack boxes. If the device driver
writer is on atight schedule and cannot wait for answers from
the provider, he or she might be forced to disassemble routines
just to obtain the vital information. However, with the Linux
source code a developer can even temporarily pepper the kernel
routines with print routines in order to obtain detailed
troubleshooting information.

In addition to the Linux source code available on the web, Linux
can also be obtained as a binary software distribution. Each of
thefollowing companies’ distribution hasits own unique feature
sets, with some features geared towards specific types of
computer systems.

m Red Hat is aleading North American distribution of Linux.

m SuSE isvery popular in Europe.

m Slackware was one of thefirst Linux distributions, and isthe
most “Unix like” Linux distribution.

The Software Group Limited has developed Linux device
driversfor its PCl WAN adapter board and for its CompactPCl
WAN adapter board — the SG4C, as shown in Figure 1. These
drivers have been optimized for inclusion in Red Hat,
Slackware, and SUSE binary distributions.
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Figure 1



h. Intelligent WAN adapter
= boards
Should WAN adapter boards
- include an onboard processor?
!‘.'- Historically, designers have
provided an onboard processor

to relieve the system CPU of two requirements:

m quick response to interrupts from the serial controller
m execution of the communications protocol layer software

The serial chip on an intelligent WAN adapter board istypically
equipped with aDMA controller that writes the incoming data
stream into onboard memory. The onboard processor does the
protocol processing on this data stream and then interrupts the
system CPU, which copies the processed data from the adapter
board’ s onboard memory into system memory.

Can we do without the onboard processor?
Today’ s seria controller chips can handle their own time-critical
processing, making it unnecessary to interrupt a processor. At the
same time, the use of TCP/IP as a standard protocol, and the use
of high-quality (relatively error-free) WAN data links have made
it unnecessary to run sophisticated (and complex) error checking
protocols over WANS. Both Frame Relay and PPP impose very
little processing overhead, allowing engineers to design non-
intelligent serial adapter boards with no reduction in func-
tionality.

Bus master WAN adapter boards

However, using the system CPU to copy the incoming data from
the adapter board’s local memory to system memory imposes a
load onit. Idedlly, the adapter board should be able to transfer the
incoming data stream directly from the wireto the system memory
— eliminating the need for the system CPU to copy the data.

Similarly, the adapter board should be able to read the outgoing
data stream directly from system memory and send it out over
thewire. Our tests have shown that the use of aCompactPCl bus
master adapter board i ncreases the maximum serial transfer rate
by about 30% over the use of a slave board.

Linux and memory management

An |/O device driver (which executes on the system CPU)
accesses the system memory in a Linux-based system using
virtual addresses. However, since the memory management unit
(MMU) is between the system CPU and the CompactPCI
backplane, it does not translate addresses generated by a WAN
adapter board. As aresult, aWAN adapter board accesses system
memory directly, using physical addresses.

Consequently, whenever the device driver passes the address of
aLinux kernel data structure (such as adata buffer) tothe WAN
adapter board, it must first convert the virtual address of the data
structure to aphysical address. Linux provides a specid routine
to do this:

physi cal _address =virt_to_bus(virtua _address)

Another problem often arises when using an MMU to do virtual-
to-physical address trandation. Suppose the device driver writes
an 8-Kbyte string, byte-by-byte into contiguous memory.
Obvioudly, each byte will be stored in the next monotonically
increasing address — as seen by the CPU. Howeuver, if the
mapping of virtual addresses to physical addresses is dis-
continuous (because of the MMU) there will be no guarantee that
every sequential byte written into virtual memory will also be
stored sequentially into the physical address space —there might
be ajump in the address at each page boundary.

Linux solves this problem by providing a special option to the
memory alocation routine that ensures the memory is contiguous
in both virtual and physical spaces:

kmal | oc(si ze_in_bytes, G-P_KER\EL | G-P_DWh

GFP_KERNEL indicates ahigh-priority request, and GFP_DMA
indicatesthat the memory needsto be physicaly contiguous so that
it can be accessed by DMA and bus master devices.

The initialization routine

A devicedriver must initialize its adapter board and then configure
the board to be compatible with the Linux kernel, for later use.
This operation can be divided down into three basic tasks:

m accessing the configuration of each board
m declaring the board’s resources to Linux
m setting up the back-end hardware

As the machine boots

Beforethe Linux kernel isloaded, the system BIOS queries each
board (using dot-gpecific accesses) to determineits requirements.
Based on these requirements, the BIOS then configures the PCI
bridge chip on each board by writing parameter values into that
chip’sregisters. This configuration involves the assignment of the
board's:

® memory addresses
m |/O addresses
m interrupts

Note: Since CompactPCl boards might beinstalled or removed
from the backplane while the system is powered down, the
configuration of each board might be different when the
machineisthen rebooted. This makesit essential that the device
driversin the system not store board configuration information
statically, such as in a file. Each driver must read the
configuration parameters for its board each time the system is
reinitialized.

Accessing the configuration information
There are three address spaces in a CompactPCl bus
environment:

B memory space
m |/O space
m configuration space

On Intel-compatible processors, there are machine-level
instructions to access only two of these:

m the memory space
m thel/O space

When the system CPU executes one of these machine-level
ingructions, the CPU signasthe cycletypeto the PCI bridge chip
that connects the onboard PCI busto the CompactPCI backplane.
Thisbridge chip then signalsthe cycle type over the CompactPCl
bus.

Because I ntel-compatible processor chips have no machine-level
instruction for accessing configuration space, the BIOS provides
a specia function call that configures the PCI bridge chip to
signal a configuration-space access, as the BIOS function
generates an access cycle over the CompactPCI bus.

Using the Vendor ID and the Device ID
The PCI Special Interest Group (PCl SIG) assigns a unique
Vendor ID to each manufacturer. A device driver can query Linux



for all boardsingtalled in the system having aspecific Vendor 1D,
and a specific manufacturer-assigned Device ID. For example,
the device driver might query Linux to find out whether an SGAC
board manufactured by The Software Group is resident in the
system asfollows:

pci bi os_find_devi ce( TSGVENDI D, SGICDEM CE D
boar dnum &bus, & unction)

Drivers that are capable of handling multiple boards can make
repeated calls to this function, incrementing boar dnumfrom zero,
until the function no longer returns PCIBIOS_SUCCESSFUL.

The returned values of bus and function are unique to each board
in the system. These values must be retained by the driver in order
to perform subsequent reads from (and writes to) each board’s
configuration space.

Using these values, locations in the board’ s configuration space
can be accessed as a byte, word (16 hits), or double word (32 bits)
asfollows:

pci bi os_read confi g_byte(bus, functi on, addr, &val)
pci bi os_read confi g word(bus, function, addr, &al)
pci bi os_read_confi g dword(bus, function, addr, &al)
pci bi os_wite config byte(bus, function, addr, val)

pci bi os_write _config word(bus, function, addr, val)
pci bi os_write_config_dword(bus, function, addr, val)

Declaring interrupts and

the 1/0 address ranges to Linux

Although the device driver uses the six Linux functions shown
above to read an adapter board’s configuration, Linux itself does
not try to “eavesdrop” on the resulting data transfers, in an
attempt to “learn” about the interrupts and the I/O address range
for each adapter board. (Thiswas not attempted because Linux
was written to run on ISA and other buses, where the BIOS
cannot ensure non-conflicting interrupts and 1/O address
assignments.)

Therefore, when the initialization routine in each device driver
is called upon start-up, that device driver must determine the
resources required for each of its adapter boards and then declare
these to Linux.

How the driver checks

its adapter board’s I/0 range

To verify that its adapter board’s 1/O range does not conflict with
any other adapter board, the driver can call the Linux function:

check region(l&art, S zel nBytes)

wherel C8t art and Si zel nByt es indicatethel/O addressrange
of the driver’s own adapter board.

The driver finds out the base address (I OSt ar t ) of its adapter
board by calling one of the pcibios read ... functions, which
were mentioned above. These functions read registersinside the
PCI bridge chip on the adapter board, which will have been
configured by the BIOS at the system boot-up time.

For CompactPCl systems (which dlow the BIOSto configureall
boards during power-up) this should always return 0O, indicat-
ing that no other device driver has reserved this same I/O range.

How the driver declares

its adapter board’s 1/0 range

Since Linux does not know what range of 1/0 space the BIOS
assigned to each adapter board during bootup, each devicedriver

must declare the base address and the size of 1/O space occupied
by its adapter board. It does so by “requesting” that region of
1/0 space. This request is accomplished by calling the Linux
function:

regi on_request (It art, S zelnBytes, “SGIC')

Note: This dynamic method for allocating the I/O space (which
allocatesall of the 1/0 space from scratch, each time the system
isbooted up) isdifferent from the method used in other operating
systems. Many non-Linux operating systems have a static
databasefilethat lists all of the /0 address rangesthat have been
alocated to I/O devices at sometime in the past. When installing
anew /O adapter board into the system, the new driver’sinstall
script queriesthis static database file to seeif thereisan address
conflict between some /O device aready in the system and the
addresswhere the install script wants to put its own 1/O adapter
board. Assuming there isno conflict, the install script then adds
the new 1/0O address range to this database file. The difference
here is that the database is static, and isfilled in by the ingtall
script once, instead of being built each time the system boots by
each driver’sinitialization routine.

Since Linux does not use a static database, each device driver
must redeclare (to Linux) the range of 1/0 space that its adapter
board is using each and every time the machine boots. As each
driver does this, an entry is added to the file /proc/ioports,
allowing the system administrator to see what areas of the 1/0
space have been assigned by the BIOS.

Note: Thefile/proc/ioportsisnot agtatic databasefile. It isrebuilt
each time the machine boots, as each driver calls the Linux
region_request() function.

How the BIOS configures

system interrupts at boot-up

PCI and CompactPCI interrupt request lines are active-low, open-
drain, level-triggered signals. To interrupt the CPU, an I/O device
drivestheinterrupt line low. When there are no devices holding
theinterrupt line low, a pull-up resistor holds it high. Thisallows
boards to share an interrupt request line.

The process by which the BIOS assigns system interruptsis very
BIOS-specific. Some allow the user to specify which interrupt
will be used on aper-dot basis. Othersallow the user to specify,
for each interrupt number, whether it should be used for PCI
devices or legacy (1SA) devices. The BIOS then puts all of the
interrupt numbersfor PCI devicesinto apool of numbers. If that
pool is not large enough to assign a unique interrupt number to
each PCI device the BIOS will reuse some numbers, and inter-
rupt sharingwill result. In general, the BIOS makes no determi-
nation of board types when assigning shared interrupts. An 1/0
board might share an interrupt with another board of the same
type, or with aboard of acompletely different type.

How the driver declares the interrupt resources
used by its adapter board

A driver declaresthe particular interrupt used by its adapter board
by “requesting” that interrupt using:

request_irq(lRQum S&dntr, SASHRQ “SGIC,
devi cel D

SHAC nt r isthe name of the interrupt handler routine for the
SGAC adapter board.

SA _SHI RQis aflag that declares that the driver is willing to
shareinterrupts.

Note: Other flags are defined in /usr/include/asm/signal .h.



h. Aswell as reserving the inter-

= rupt,request i rq( ) lesLinux

know which interrupt service

LY routine to call when an adapter
!'.' board generates an interrupt.

If the driver indicates that it is willing to share interrupts, then it

must provide auniquedevi cel D. Hard coding thisdevi cel D

into the device driver (or just picking adevi cel D at random)

might cause problems. A better approach for choosing a unique

number is to use the address of some data structure that is used

only by the driver.

If adriver calsrequest _i rq( ) indicating that itisunwilling to
share its interrupt number with some other driver, and if that
interrupt number has already been requested by another driver,
the call will return the error EBUSY . [EBUSY isalso returned
if theother device driver indicated that it was unwilling to share
theinterrupt whenit previoudy caledr equest _irq( ).]

Note: When this happensit is typically not possibleto recon-
figure the interrupt numbers to resolve this conflict. The inter-
rupt numbers are assigned by the BIOS at boot-up, and thereis
no mechanism to repeat the system configuration process once
the boot-up process completes.

Ifrequest _irq( ) returnsa0, then the driver has been granted
its request for the interrupt indicated by | RQhum The driver
must then unmask the interrupt by calling:

enabl e_i rg(1 RQwun)

The memory space

occupied by the adapter boards

As described above, the device driver “declares’ the interrupt
numbers and the 1/0 addresses of its board by sending “requests’
to Linux. However, Linux provides no mechanism that allows a
driver to declare the memory space occupied by its adapter board.

This means that Linux provides no bookkeeping to ensure that
memory overlaps do not occur, and generatesno/ pr oc/ nemfile
to allow the system administrator to see what areas of the
memory space have been assigned.

Fortunately, in CompactPCl systems the PCI BIOS ensures
exclusive memory assignments so no bookkeeping is needed.
However, in ISA machines (where the 640K to 1M region can
be very crowded, and where boards are often configured in
hardware with static jumpers) thisis a serious problem.

Virtual addresses

Since the device driver accesses the memory map with virtual
addresses, it must be provided with some way to convert the
physical address of its adapter board to avirtual addressin order
to access that board. As on other operating systems, Linux
provides aroutine to convert the base address of the adapter board
to avirtual address:

vr enap( physi cal _addr ess)

Note:vr emap( ) hasbeenrenamedi or emap( ) intherecently
released Linux version 2.2.

However, there are two important restrictions when calling
vrenap( ).

First, vremap( ) cannot be used to convert low physical
addresses, such as memory-mapped | SA devicesin the 640K to
1M region. The vr emap( ) routine defines “low physical

addresses” as those addresses below the top of system RAM,
which is determined dynamically by the kernel. (This restriction
simplified the code of thevr emap( ) routine.) Fortunately, this
is no problem for CompactPCl systems, where the PCI BIOS
generally maps the devices up near the top of 4-Gbyte memory
space.

Second, the physical address passed tovr emap( ) mustbeona
page boundary, which is generally a4-Kbyte boundary. If the PCI
bridge chip on the adapter board requests some multiple of 4
Kbytes for the adapter board (such as 4 Kbytes, 8 Kbytes or 16
Khbytes) the BIOS will place the adapter board on a 4-Kbyte
boundary. However, if the bridge chip requests some other size,
the BIOS will place the board on a multiple of whatever size
the PCI bridge chip requests. For example, if the bridge chip
asks for 2 Kbytes, the board will be placed on a 2-Kbyte
boundary, which might or might not be a 4-Kbyte boundary.
Since vr emap( ) only accepts physical addresses on page
boundaries, the driver will need to:

m compute the offset to the previous 4-K byte boundary

m passthe physical address of the previous 4-K byte boundary
tovrenap( )

m add the previously computed offset to the virtual address
returned by vr emap( ) each and every time the board is
accessed

Initializing the back-end hardware

Typically, the driver will need to configure some onboard chips,
in addition to the PCI bridge chip. As described above, the
PCI BIOS will assign a base 1/0 address and/or a base mem-
ory address to the adapter board, to allow the device driver to
accessit.

However, just because the BIOS hasassigned an 1/0 base address
and a memory base address, this does not guarantee that the
resources on the adapter board can be accessed. In fact, the
adapter board should be designed to disable access to onboard
resources until the device driver’s initialization routine enables
them, as the system boots. This is necessary because (for
unknown reasons) some CompactPCl host systems fail to
complete their power-on self-test if the memory on the adapter
board is enabled. (One possible explanation might be that
memory walking during the boot-up process overwrites memory-
mapped registers in the 1/0 devices. This could cause an 1/0
device to do something unexpected, such as generating an
interrupt before the interrupt handlers have been set up.) Also,
letting the host system have access to the components on an
uninitialized board can be a bit dangerous.

As mentioned earlier, the device driver accesses the memory on
the adapter board (whether itisRAM or some memory-mapped
register) using avirtual address. However, 1/O-mapped registers
arelocated in /0O space, which has no ditinction between virtual
and physical addresses. The Linux kernel provides the following
routines that allow the caller to read bytes, words, or longwords
directly from the 1/0 space.

i nb(addr)

i nw(addr)

i nl (addr)

out b(val , addr)
outw(val , addr)
outl (val, addr)

Caution: If you useany of theseout —( ) routines, watch out for
the order of the two parameters. They are backwards compared
to the order found on most operating systems!



Running the initialization routine

So far this article has described some of the things that the
initialization routine in a device driver must do. But how doesthe
init( ) routine for each device driver get executed in the first place?

When you have the source code for the operating system thisis
easy. You just edit some kernel C fileto insert adirect call that
gets executed at kernel boot time. For example, you might
insert acal withinthefunctionst art _ker nel () whichisfound
infusr/src/linudinit/nain.c

Other entry points

In addition to the initialization routine, device drivers under
Linux have a set of entry routines similar to those found in many
other operating systems. These include:

open( )
dox()
read()
wi te()
iatl()

In order for the device driver to be useful, there has to be some
way for the application program to call upon these routines. That
is, there must be some way of mapping a function call from
application space (where the gpplication program runs) to adriver
routine in kernel space (where the driver runs).

This mapping is done using the contents of the/ dev directory.
Eachentry inthe/ dev directory hasamgjor and aminor number,
which arevisibleif youdoalonglisting (I s —I ) of the device.

The kernel keeps atable of major numbers and their associated
drivers. If an application opens a device with major number 50,
thekerndl callstheopen( ) routinewithin the device driver that
corresponds to major number 50.

So how does the kernel build this table? Each device driver
registersitsdlf, usualy initsi ni t ( ) routine by caling:

regi ster_chrdev(SGIQVAICR “sg4c”,
stéc file operations)

...where SGACMAJOR is an integer indicating the major number
that the driver wants assigned to itself.

The middle string (sg4c) in thislist of three parametersis
an arbitrary name to associate with the major number. The
structuresg4c_fi | e_oper ati ons isastructure (defined in
[usr/incl ude/ i nux/fs. h) that includes pointersto each of the
1/O functions provided by the driver: read( ), write()...

Note that a driver need not implement all of the five functions.
It might provide NULL pointers for the functions that are not
needed, or it might provide a pointer to aroutine that returns an
error for those functions that should never be called.

Caution: Be careful about what number you choose for your
device driver’smajor number. If your driver attempts to register
its functions with a major number that has already been taken,
its registration will fail. There are some predefined major
numbers that are used by common drivers found on Linux
systems. Theseareliged in/ usr/ src/ | i nux/ Docurrent at i on/
devi ces. t xt . Alsothe mgor numbers used on aparticular system
can be displayed by running: cat / pr oc/ devi ces.

A safer approachisto passr egi st er _chr dev( ) amgor number
of 0. This function will then return an unused major number.

However, your application will then need to get this major
number from your device driver and then create an entry in/ dev
with this dynamically assigned major number.

Linking into the Linux kernel
Using the above information, a device driver can:

m set up the hardware
m provide all of the 1/0 functions that an application needs
m handle interrupts generated by the board

All that isleft isto make the driver’s binary part of the kernel.
Binaries for drivers are normally held in a subdirectory off of
[usr/srcllinux/drivers.Onceyou have crested asubdirectory
for your drivers, and have put their binary files into that
subdirectory, you will also need to add the name of this new
subdirectory to the SUB_DIRS varigblein/ usr/ src/ | i nux/

dri ver s/ Makef i | e. Thisfiledso indudes samples of how to add
binary modules to Linux, instead of having the driver compiled
into the kernel.

Finally, the driver object codeitself is usualy held in an archive
—acollection of object modules. Again, thiswill be within the
subdirectory off of / usr/ src/ | i nux/ dri vers.Youwill dsoneed
to add the name of the archive to the variable DRIVERSin/ usr /
src/linux/ Mkefil e

Summary

This article has covered the basics of creating Linux device
drivers for a CompactPCl WAN bus-master board. The use of
Linux for WAN applications provides a very cost-effective
aternative to standard commercial operating systems. Because
the source code for Linux isreadily available, it's also easier to
troubleshoot the system. And, best of all, there are numerous
references and alot of information on the web to assist developers
who are working with Linux. Q
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